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On October 26, 2001, the President signed
into law the International Money Laundering
Abatement and Financial Antiterrorism Act of
2001 (hereinafter the Act) as part of the USA
Patriot Act. This article focuses on those
provisons of the Act having the most direct
impact on United States financial ingtitutions.

Among the Congressiona findings and
purposes behind the Act was that between 12 and
30 trillion dollars are laundered worldwide
annualy,! and that thereis aneed “to increase the
strength of United States measures to prevent,
detect, and prosecute international money
laundering and the financing of terrorism.”2
Though unstated, the real target of the legidation
is the terrorist Al Qaeda network and its
collaborators.

The Act, and its level of sophigtication, is
a product of the fact that Al Qaeda has
successfully compromised internationa financial
inditutions worldwide at virtualy every level of
their businesses.

The entire financial system organized by
bn Laden seems to be functioning quite
effectively and efficiently. The most important
proof isthat virtually no terrorist money has been
seized throughout the West.2

The Act enlists financia ingtitutions as a

drategic partner in the war against terrorists.
Misson: to deny terrorists access to international
and local methods of financing their operations.
Financial ingtitutions now have the means and
incentive to follow the President’ s“ stop payment”
order.

Money is the lifeblood of terrorist

operations. Today, we're asking

the world to stop payment.*

Principdly, the Act imposes statutory
obligations on private banks to determine the
identity of their high net worth foreign customers
and the source of their funds, demands that all
banks investigate correspondent banks operating
through laundering havens, prohibits dealings with
foreign shell banks and mandates the adoption of
customer identification procedures. Financia
indtitutions are required to report suspect conduct,
and freed from liability if they do so.

What is‘Reasonable’ ?

In some instances, follow-up Treasury
regulatory action is mandated. In others, further
Treasury regulationispermissive. Implementation
of al new measures is phased in over the next
year. Violations carry iff civil and criminal
penalties. Thelaw has an unusual sunset feature.
All of its provisions terminate “on or after the first
day of the fisca year 2005, but only after



Congress enacts ajoint resolution to that effect.

The Act sets certain minimum objective
standards for investigation. Beyond these objective
measures, the notion of “reasonableness’ threads
its way through &l of the various duties to
investigate. This “reasonableness’ has objective
and subjective aspects.

Objectively, the measures taken must be
“reasonably designed to detect and report
instances of money laundering through those
accounts,” or “reasonably designed to detect and
report transactions that may involve the proceeds
of foreign corruption,” for example.

This is not a mere matter of compliance.
The exercise of some subjective judgment is
required. To know what is reasonable requires
financial ingtitutions to gain access to and apply
broad expertise in the money laundering process.
Otherwise, their investigations and due diligence
cannot be said to be reasonable. Reasonableness
is not defined in terms of cost.

Reasonableness provides a defense to
violaions of these new obligations to investigate.
On the other hand, cosmetic or careless anti-
money laundering systems open the way to
criminal liability premised upon looking the other
way, i.e., willful blindness®

Private Banks

Private banks manage the assets of the
world’'s wedlthy. A rough idea of the size of the
private bank market may be found in the J. P.
Morgan Private Bank, a part of J. P. Morgan
Chase, which aone reportedly oversees $300
billion in assets.’

The Act imposes specia obligations on
private banks to engage in due diligence with
regard to their foreign customer/clients® An

interesting feature of the due diligence
requirement is that it applies to existing accounts,
aswell as to new accounts.®

Private banks are now required “to
establish appropriate, specific, and, where
necessary, enhanced, due diligence policies,
procedures and controls that are reasonably
designed to detect and report instances of money
laundering through [private banking] accounts.”*°

Private banking accountsarethose 1) with
minimum fund deposits or other assets of more
than $1 million, 2) established on behdf of one or
more individuals who have direct or beneficia
ownership!! interest in the account, and 3)
administered by a specific bank employee acting
as liaison between the financia ingtitution and the
direct or beneficial owner of the account.?

The Act setsforth the following minimum
standards for the conduct of duediligencefor such
high net worth foreign account holders, requiring
private banks:

1) to ascertain the identity of nomina and
beneficial owners of, and the source of funds
deposited into, the private account; and

2) to conduct enhanced scrutiny of any
such account connected to a senior foreign
politica figure, family member or close
associate.'®

The effective date for the establishment
and commencement of customer due diligence
procedures is 270 days from the date of
enactment of the Act, i.e., no later than July 23,
2002.1* Within 180 days, Treasury is required to
further delineate the customer due diligence
policies, procedures, and controls required, i.e., no
later than April 23, 2002.%°

Shell Banks

Banks must now not only check out their



customers, but also the offshore banks with which
they have relationships. Enhanced due diligence
is required to be performed when certain foreign
banks request or maintain a correspondent
account® with aUnited States financia ingtitution
on the foreign bank’ s behalf.’

The obligation to conduct this enhanced
due diligence is triggered when the foreign bank,
first, is operating under an offshore banking
license which prohibits the licensed entity from
conducting banking activities with the citizens of,
or with the local currency of, the country which
issued the license'® or, second is operating under
abanking license issued by aforeign country that
has been designated as non-cooperative with
internationa anti-money laundering principles or
procedures.®

Ineither of these cases, the United States
financial ingtitution must take reasonable steps,
first, to ascertain the ownership of the foreign
bank, second to conduct enhanced scrutiny of
such a correspondent account, and third, to
identify other foreign banks having correspondent
rel ationships with the questioned bank.°

Asif this were not enough, additiona due
diligence is also required on these other foreign
banks having correspondent relationships with the
guestioned bank “reasonably designed to detect
and report instances of money-laundering.”2!
Note that the plain language of the new statute
requires that dl of this due diligence on
correspondent banks be doneif the correspondent
bank merely makes a “request” to establish a
correspondent account.

Other mgor provisons include barring
United States banksfrom establishing, maintaining,
adminigering, or managing a correspondent
account “for, or on behalf of” foreign "shell
banks' that have no physical presence?? in any
country, and are not part of a regulated banking
system. This prohibition includes establishing, etc.,
a correspondent account of aforeign bank that is
being used “indirectly” by aforeign shell bank.z

Thereisasole exception to the prohibition
againgt foreign shell bank dedlings. The Act
permits correspondent accountsfor shell banks, as
long as they are an affiliate®*
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